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Presenter Notes
Presentation Notes
I’m Katy Owens with the National Conference of State Legislatures, an organization that provide nonpartisan research and analysis for our constituents – the nation’s 7,386 legislators and more than 25,000 legislative staff.


What I'll Cover Today

* History of online voter
registration

* Implementation
considerations

e Security considerations
* Questions?
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History of Online
Voter Registration
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Number of States with Online Voter Registration
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Arizona was the first state to implement online voter registration, in 2002. It did so administratively, without authorizing legislation. For several years it was the only state with online registration. 
Washington followed with authorizing legislation in 2007 and implemented the system in 2008. 
Since then more and more states have gone live with online voter registration. The numbers listed here indicates the year in which the system became operational, not necessarily the year when legislation was passed. 
Many states passed legislation to authorize OVR, but others did it administratively. 
This year there are 43 states with online voter registration. Washington D.C. and Guam also offer it. 
Maine and Oklahoma are the latest to come online. 
Montana, South Dakota, Wyoming, Texas, Arkansas, Mississippi and New Hampshire are the ones without it.


Sources of Voter Registrations Nationwide

Figure 3. Reglstrations Flled at Motor Vehicle Offices Account for More than Half of Registrations
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From the 2022 Election Administration and Voting Survey 
Note that online voter registration is meant to supplement (not replace) other methods of registration
And it’s just that – an application. There isn’t an automatic link to the voter registration database. There is still a process by which election officials review the application, verify the information (usually by comparing against an applicant’s driver’s license number) and only then is the applicant added to the voter roll. 


Implementation
Considerations
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Some Potential Advantages

* Increased accuracy of voter
information

* Citizens can apply to register anytime

* Evens out workload for local election
officials

* Potentially reduces registrations
coming from third party groups

e Offer registration opportunities in
other languages and with accessibility
options
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Not reliant on office hours
Election officials aren’t trying to read handwriting or potentially making typos while inputting information from the application
With online registration you’re less likely to get a last minute bump in registrations and more likely to have them spaced out over the course of the year
3rd party registrations may have more errors 




Some Potential Challenges
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In most states (80%), a person needs to have a driver’s license or other state-issued identification to register to vote or update a voter registration in this system (EAVS). In states where this isn’t the case, sufficient information is required (date of birth with last four of SSN, for example) but systems are usually still using this information to check against data at the DMV. 
A Pew study in 2014 of 13 states that had implemented OVR the average cost to build a system was $240,000. 
New Hampshire considered (but did not pass) a bill to implement an online tool that would include filling out a new voter application, requesting an absentee ballot, and making changes to the voter record (including name an party affiliation) and put the cost at $426,000 to set up at $84,000 per year to maintain. 
In many states online voter registration systems are housed with the office of the chief election official, but they can also be based in motor vehicle agencies or the department of information technology in the state. 
Some state systems also have the ability to update registrations or request an absentee ballot, for example. 
There’s always a learning curve for a new system so it can be helpful to have the implementation date a few years in the future to give time for user testing and feedback from county election officials.




Security
Considerations
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Best Practices for Securing Online Voter Registration Systems

e Backups

* Risk analysis

e Staff training

* Vulnerability scanning and patching
* Allow only approved programs

* Incident response plan

e Business continuity plan

* Penetration testing
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-These are from CISA – I’ll provide some resources on this in the next slide but there are a number of reports and sets of best practices on how to secure online voter registration systems
-Also note that there is no actual connection to the systems that tabulate votes – we’re only talking about registration. 
-In 2016 the Russian government “scanned” voter registration databases in multiple states. This has been compared to a burglar rattling locks on a house to see if there are any opportunities. Since then states have taken significant steps to secure their systems. 



There is Help Available

e 43 states have implemented online voter registration and can help

e Cybersecurity and Infrastructure Security Agency (CISA) Securing Voter Registration
Data: https://www.cisa.gov/news-events/news/securing-voter-registration-data

 MITRE Recommended Security Controls for Voter Registration:
https://www.mitre.org/sites/default/files/2021-11/prs-19-3594-recommended-
security-controls-for-voter-registration-systems.pdf

» Center for Internet Security (CIS) Essential Guide to Election Security Voter
Registration:

https://essentialguide.docs.cisecurity.org/en/latest/ei primer/voter reg.html
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Cybersecurity for election-related systems have come a long way in the last 10 years are so, and there are a lot of resources out there to help secure these types of systems

https://www.cisa.gov/news-events/news/securing-voter-registration-data
https://www.mitre.org/sites/default/files/2021-11/prs-19-3594-recommended-security-controls-for-voter-registration-systems.pdf
https://www.mitre.org/sites/default/files/2021-11/prs-19-3594-recommended-security-controls-for-voter-registration-systems.pdf
https://essentialguide.docs.cisecurity.org/en/latest/ei_primer/voter_reg.html
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Thank you for having me today!

Katy Owens Hubler
Project Manager
Katy.owenshubler@ncsl.org

303.856.1448

www.ncsl.org

\ )

@ Elections-Info@ncsl.org

Denver
7700 East First Place,
Denver CO 80230

Washington D.C.
444 North Capitol Street N.W.
Washington, D.C. 20001



http://www.ncsl.org/
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